Efficient Recovery Algorithms for Wireless Mesh
Networks with Cognitive Radios

Roberto Hincapie, Li Zhang, Jian Tang, Guoliang Xue, Richard S. Wolff and Roberto Bustamante

Abstract—Cognitive radios allow unlicensed wireless users to
access channels that are in the licensed spectrum bands. However,
in a wireless network with cognitive radios, when a licensed user
becomes active on a channel in a certain area, nodes and links
that were using that channel must release it, which will cause
traffic failures. Simple and effective recovery schemes are needed
to re-allocate available resources for the failed traffic. In this
paper, we study the failure recovery in wireless mesh networks
with cognitive radios. We formally formulate the corresponding
problems as integer linear programming problems. By solving
them, we can obtain optimal solutions. Moreover, an efficient
distributed heuristic algorithm is presented for fast recovery.
Simulation results show that the performance given by our
distributed algorithm is close to that of the optimal solutions.

Index Terms—Cognitive radio, wireless mesh network, recov-
ery, mathematical programming.

I. INTRODUCTION

Wireless Mesh Networks (WMNGs) are envisioned to provide
various data and multimedia applications, such as Internet
access, neighborhood gaming, Video-on-Demand (VoD) and
emergency communications, to wireless users in the future [1].
These applications usually involve a large volume of traffic,
which needs a large amount of bandwidth for packet delivery.

An unlicensed wireless user with a cognitive radio (a.k.a
secondary user) can sense and access an under-utilized spec-
trum band opportunistically even if it is licensed, as long as no
licensed wireless users (a.k.a primary users) are active on that
band, which will lead to better resource utilization therefore
larger bandwidth and higher throughput. Hence, cognitive
radios can enhance the functionalities of a WMN system and
help it better serve its applications. However, the spectrum
(channel) availability fluctuates over time and location. In a
WMN with cognitive radios, when a primary user becomes
active on a channel in a certain area, nodes and links that
were using that channel must release it, which will cause traffic
failures. Simple and effective recovery schemes are needed to
re-allocate the available resources for the failed traffic.

In this paper, we study failure recovery in WMNs with
cognitive radios. With consideration for the simplicity and
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control overhead, only locally available resources are allowed
to be used to fix the failed traffic on each link. Specifically, we
consider two recovery schemes: single-hop and two-hop. The
two-hop recovery scheme fixes the failed traffic on a link by
re-allocating resources available on that link, or by re-routing
it via a common neighbor of two end nodes and allocat-
ing resources accordingly. However, the single-hop recovery
scheme does not allow re-routing. The recovery problem is
a hard problem in a cognitive radio system since different
channels can support quite different transmission ranges and
data rates. Therefore, we first formulate the corresponding
problems as Integer Linear Programming (ILP) problems. By
solving them, optimal solutions can be obtained. Moreover, an
efficient distributed algorithm is presented for fast recovery,
whose performance is justified by NS2-based simulations. To
our best knowledge, This is the first work addressing the
recovery from failures caused by channel availability changes
in cognitive radio based WMNs.

The rest of the paper is organized as follows. We discuss
related work in Section II. The system model and the ILP
formulation are described in Section III. The distributed algo-
rithm is presented in Section IV. We present simulation results
in Section V and conclude the paper in Section VI.

II. RELATED WORK

Research on networking with cognitive radios is still in its
infancy [2]. The spectrum allocation, scheduling and routing in
multi-hop wireless networks with cognitive radios have been
studied by recent works. The authors of [13] introduced the
concept of time-spectrum block and proposed the algorithms
to allocate such blocks to meet certain performance goals.
In [14], Zheng et al. developed a graph-theoretic model
to characterize the spectrum access problem and devised a
set of heuristic algorithms to find high throughput and fair
solutions. In [12], a novel layered graph was introduced to
model spectrum access opportunities, which was then used to
develop joint spectrum allocation and routing algorithms. A
mixed integer non-linear programming based algorithm was
presented to solve a joint spectrum allocation, scheduling
and routing problem in [6]. In addition, the authors of [11]
presented distributed algorithms for joint spectrum allocation,
power control, routing, and congestion control. In a very recent
work [5], we presented a distributed routing protocol which
can select a route and allocate resources for a connection
request to satisfy its end-to-end bandwidth requirement.

The channel assignment has also been studied in [8], [9]
for traditional WMNSs with homogeneous channels which are
always available for every mesh node. This work focuses on
failure recovery for WMNs with cognitive radios with consid-
eration for dynamic channel availability, channel heterogeneity



and the end-to-end bandwidth constraint, which has not been
carefully addressed by any of the previous works.

III. PROBLEM FORMULATION

We consider a WMN consisting of stationary mesh nodes
with locations known, each of which is equipped with a
cognitive radio. The available spectrum is divided into a set
of non-overlapping channels. During a certain period, a set of
channels are available to a particular mesh node. The channel
availability may change over the time due to the appearance
of primary users in the same area [2]. Any proposed spectrum
sensing scheme can be used to detect the locally available
channels [2]. We also assume that each node has a low-
cost control radio (no need to be a cognitive radio), which
is used for exchanging control messages over a common
control channel. In addition, the TDMA scheme is used at the
MAC layer, which divides the time domain into timeslots with
fixed durations and groups them into frames of 7' timeslots
each. A transmission block ¢ is defined as a timeslot-channel
pair (t;, h;) with timeslot ¢; and channel h;, whose capacity
c; = }% (i.e., the data rate that can be supported by this
block), where C},, is the capacity of channel h;. There are
a set of end-to-end flows in the network. For each flow, a
single source to destination path is assumed to be established
for routing. In a link, multiple transmission blocks usually
need to be allocated to carry traffic for flows going through it.
Any routing and spectrum allocation algorithms such as the
algorithms presented in [5] can be used to select route and
determine transmission block allocation in advance.

Every transmitter is assumed to transmit at a fixed trans-
mission power level. Hence, there are a fixed transmission
range I?;, and a fixed interference range I, (typically 2 to 3
times the transmission range [8]) associated with channel h.
Note that the transmission and interference ranges are channel-
dependent. We assume that the common control channel can
support a transmission range larger than those associated with
other channels. We model the network using a communication
graph G(V, E), where each node v € V corresponds to a mesh
node and there is a link between nodes u and v (u,v € V)
if there exists at least a channel h available to both nodes
and ||u — v|| < Ry, where ||u — v|| represents the Euclidean
distance between u and v. Note that the topology of G depends
on channel availability. So G needs to be re-constructed once
there is a change. Two links e; and es are said to interfere with
each other if 1) e; is incident to es (due to constraints enforced
by half-duplexing, unicast communications or collisions) or 2)
they work on the same channel &, and ||T'(e1) —T'(e2)|| < In
or IT(ex) — Res)l| < In or [[R(ex) — T(ea)l| < In,
[|R(e1) — R(ez2)|| < Iy, where T'(-) and R(-) give the
transmitter and the receiver of the given link respectively. Note
that we use a symmetric interference model here because we
assume that an ACK packet will be sent back to the transmitter
by the receiver whenever it receives a data packet.

Due to channel availability changes, suppose that K end-
to-end flows and a set Ef of links are affected. The re-
covery problem seeks a solution to re-allocate the available
transmission blocks to the failed traffic such that the total

number of fixed flows is maximized or the total amount
of fixed end-to-end traffic is maximized. We will call them
the maximum Number of flows Recovery Problem (NRP) and
maximum Throughput Recovery Problem (TRP) respectively in
the following. As mentioned before, we consider both single-
hop and two-hop recovery schemes and assume all the failed
traffic of flow %k on link e will be re-routed if there is no
feasible single-hop based solution. No resource re-allocation
will be made to the unaffected traffic. The path of a flow may
include multiple links, each of which may contain a different
amount of failed traffic. We do not allow partial fixing for
a flow, i.e., the failed traffic associated with a flow is either
completely fixed or not fixed at all, since only fixing failed
traffic on some of the links on the path of a flow may not
improve its end-to-end throughput.

Before presenting the ILP formulation for the recovery
problems, we summarize necessary notations as follows.

fe,x: the amount of failed traffic of flow k on link e.

Py: the set of links with failed traffic belonging to flow k.

fr = maxeep, { fer}

K: the number of flows with failed traffic.

B,: the set of IDs of free transmission blocks on link e,
which can be identified in advance such that fixing failed traffic
will not affect any existing non-failed traffic.

Ve: the set of common usable neighbors of nodes » and v,
where e = (u,v). A node w € V, is usable if B., # () and
B., # @, where e; = (u,w) and ez = (w, v).

L™: 0 <m < |V|, L2 only includes link e, and L™ (m >
0) include e; = (u,w) and e = (w, v), where e = (u,v) and
w is the m*™ node in V..

IE": the set of links interfering with link e on channel h.

CB.: the set of conditional free block associated with
flow k& and link e. If a flow k£ cannot be fixed, then some
transmission blocks originally allocated to a link e on the path
of flow k can be released if f. . < fj since the traffic carried
by these blocks cannot reach destination due to the bottleneck
link (i.e., the link whose f. ; = fi). Such transmission blocks
are called conditional free blocks since they are considered as
free if the corresponding flow cannot be fixed.

p¢y: a decision variable in the ILPs, where 0 < m < |Vel.
pey, = 1 if some free blocks on link e are re-allocated for
failed traffic of flow k on link e (m = 0) or the m'* (m > 1)
node in V, is used for re-routing; O, otherwise.

:vlek a decision variable in the ILPs, where 1 < i < |B,|.
x = 1 if free block i is re-allocated for failed traffic of flow
k on link e; 0, otherwise.

yr: a decision variable in the ILPs. y; = 1 if all the failed
traffic of flow k is fixed; 0, otherwise.

The ILP for the NRP is given in the following. The objective
is to maximize the number of fixed flows. Constraint (2)
guarantees that the total capacity of the transmission blocks
allocated for fixing failed traffic of flow k£ on link e must
be no small than the amount of failed traffic. According to
Constraint (3), either the free blocks on link e, or one of
the common usable neighbors of the two end nodes and the
corresponding free blocks are used to fix the corresponding
failed traffic. Constraint (4) establishes a connection between
two variables, p;", and yj, and ensures that a failed flow is



fixed if the traffic on all related links on its path is fixed.
Constraint (5) indicates that no more than one free blocks with
a common timeslot are allowed to be allocated to any link.
Constraint (6) makes sure that a block will not be allocated to
two interfering links. Constraint (7) ensures that a conditional
free block corresponding to link e and flow k& can only be
used to fix other flows if flow k is not fixed. Similarly, we can
formulate an ILP for the TRP whose objective is to maximize
total amount of fixed end-to-end traffic. Note that by simply
setting |V.| to ), we can restrict the solution to a single-hop
based solution.

ILP - NRP
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IV. DISTRIBUTED RECOVERY ALGORITHM

In this section, we describe a distributed algorithm for the
recovery problems. For the purpose of transmission block re-
allocation, every node needs to keep track of some necessary
information of all the affected links in its interference neigh-
borhood, such as failed traffic, free transmission blocks and
so on. The end node of a link with smaller ID is considered
as the head of that link. In our algorithm, each head node
will broadcast these information to its two-hop neighbors
over the common control channel using the control radio
whenever there are any changes on channel availability. Since
the transmission range that can be supported by the common
control channel is larger than those associated with other
channels, every head node usually can obtain the information
of all the links which potentially interfere with its own links.
In addition, whenever the channel availability changes, the
head node of every link with failed traffic will also report

related information to all the other nodes on the paths of the
corresponding flows.

For simplicity, the failed traffic of flow %k on link e is also
called the failed traffic of link-flow pair (e, k). The algorithm is
supposed to re-allocate free transmission blocks for the failed
traffic of each affected link-flow pair. In order to solve the
recovery problems in a distributed way, we have to order all
the link-flow pairs carrying failed traffic in each interference
neighborhood such that a free block will not be assigned to two
interfering links. After a large number of experiments, we find
out that ordering them in terms of the amount of failed traffic
of a flow f; and the amount of failed traffic of a link-flow
pair f. , offers the best performance. A link-flow pair (¢’, k')
is said to be a predecessor of link-flow pair (e, k) if and only
if a) for > frsord) for = fo, ¥ < ksorc) fpr = fir, k' =k,
and ferpr < fersord) fir = fu. K =k, fer = fer, and
ID. < ID,.Inb) and ¢) we break the ties using the IDs of
the flows and the links respectively.

Every node v listens recovery notification messages from
other nodes over the common control channel. Once it receives
a message indicating the failed traffic of a link-flow pair
(¢’, k') has been considered, it will check all the link-flow pairs
associated with it. If it finds out that all the link-flow pairs (in
its interference neighborhood) preceding one of its own link-
flow pair (e, k) have been considered, it will use a subroutine
to re-allocate free transmission blocks for failed traffic of
(e, k) and broadcast a new recovery notification message in its
interference neighborhood and to the other nodes on the path
of flow k to indicate either the corresponding failed traffic is
fixed (if there is a feasible solution) or this flow cannot be
fixed (if no feasible solution).

In the following, we describe the subroutine which re-
allocates free transmission blocks for link-flow pair (e, k). We
assign a weight (between 0 and 1) to each candidate free block
1 on link e, (e. could be e or the links used for re-routing).
The weight function w(+) is defined in equation (9), in which
fe,r gives the amount of failed traffic of link-flow pair (e, k)
and e =3, B, Ci gives the total capacity of all free blocks
on link ¢'.

Ci

fe,k

i
+(1-a) max { l}
} eerelilien, (e

)]

In the first term, fc’k indicates how much failed traffic of
link-flow pair (e, k) can be fixed if the candidate block i is
chosen. The second term indicates the impact of selecting
block ¢ on its interference neighborhood. A relatively large
value indicates that the total capacity of free blocks (other than
block ¢) on the links which also have block ¢ as free blocks
in the interference neighborhood is fairly small, i.e., if block
is chosen, those links may not have sufficient resources to fix
other failed traffic, which is obviously not preferred. On the
contrary, a relatively small value indicates that selecting block
1 would not seriously affect the availability of free blocks on
the neighboring links. Overall, a transmission block with a
relatively small weight value is preferred to be selected. After
conducting extensive simulations, we find out that o = 0.5

w(i, e.) = amax {0, 1-




offers the best performance.

According to the algorithm, each node will first consider a
single-hop based solution for link-flow pair (e, k), i.e., select
free transmission blocks on link e to fix the failed traffic.
The free blocks will be sorted in the ascending order of its
weights and will be considered as part of the solution one by
one such that the failed traffic f.j is completely fixed and
two blocks with a common timeslot will not co-exist in the
solution. If no feasible solution can be obtained, the algorithm
will try to select a common neighbor to re-route the failed
traffic. The common neighbors are considered in the ascending
order of their IDs. Similarly, free blocks will be sorted in the
ascending order of their weights and will be considered as
part of the solution one by one such that the failed traffic
fek 1s completely fixed (the total capacity of allocated blocks
on each link used for re-routing should be no less than f. )
and the interference constraints are not violated. After this
allocation procedure, a message will be broadcast to nodes
in the interference neighborhood and the other nodes on the
path of flow £ to notify the recovery solution or the failure of
recovery attempt. Note that if the algorithm decides that there
is no feasible solution for a failed flow, the corresponding
conditional free blocks will be released to fix other flows.

V. SIMULATION RESULTS

In this section, we evaluate the performance of the proposed
schemes via simulations using NS2 [7] and CPLEX 10.1 [3].
In the simulation, mesh nodes were randomly placed in a
1000m x 1000m square region. All the channels were divided
into three groups, each of which has the same number of
channels. The channels in the first group have a transmission
range of 250m and a link data rate of 11Mbps. The values were
set to 200m and 22Mbps for the channels in the second group,
and 150m and 54Mbps for the channels in the third group.
On every channel, the interference range was set to 2 times
the corresponding transmission range. Every primary user was
randomly placed and its channel was randomly selected. We
set the number of channels to 12, the number of timeslots in
a frame to 20, and the number of active primary users to 8. In
the simulation, we generated the flows and traffic as follows:
for each flow, we randomly chose a source, a destination, and
a traffic demand in the range [0.1,5]Mbps. We then applied
the Dijkstra’s algorithm to find a shortest path and a simple
random algorithm to allocate free transmission blocks for each
link along the path to satisfy its traffic demand subject to
the interference constraint. The flow was accepted only if a
feasible routing and block allocation solution can be found.
Otherwise, a new flow will be generated and its feasibility will
be checked. After this process, we created a set of end-to-end
flows and identified the used and free transmission blocks on
each link. The ratio between the number of fixed flows and
the total number of failed flows, and the ratio between the
amount of fixed traffic and the total amount of failed traffic
are used as performance metrics and they are referred to as
“recovery efficiency ratio-number” and “recovery efficiency
ratio-throughput” respectively. Note that the optimal “number”
and “throughput” values were obtained by solving ILP-NRP
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Fig. 1.  The distributed algorithm VS. the optimal solutions in terms of
different numbers of flows

and ILP-TRP respectively. Each number presented in the
figures are the average over 30 runs. In each run, a network and
a set of flows were randomly generated as described before.

In the first two scenarios, we compared the distributed
algorithm with the optimal solutions given by solving the
ILPs. In scenario 1, we changed the number of end-to-end
flows from 4 to 12 with the number of mesh nodes (network
size) fixed to 10. The corresponding results are presented in
Fig. 1. In scenario 2, we changed the network size from 4 to
12 with the number of flows fixed to 8. The corresponding
results are presented in Fig. 2. In scenario 3, we evaluated
the performance of the distributed algorithm in large networks
with 40 mesh nodes. We changed the number of flows from 10
to 70. The results are shown in Fig. 3. We make the following
observations from the results:

1) Figs. 1 and 2 show that the performance given by our
distributed algorithm is very close to that of the optimal so-
lutions. On average, the distributed algorithm and solving the
ILP-NRP achieve a recovery efficiency ratio-number of 87.0%
and 90.5% respectively. Similarly, the distributed algorithm
and solving ILP-TRP give an average recovery efficiency ratio-
throughput of 83.2% and 87.9% respectively. The differences
are only 3.5% (number) and 4.7% (throughput) respectively.

2) From the figures, we find out that the recovery ratios
do not monotonically increase with the number of flows.
Intuitively, increasing the number of flows will introduce
more failed traffic, which could lead to lower recovery ratios.
However, the resources available for recovery actually include
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two types of transmission blocks: free and conditional free.
More failed flows may result in more conditional free blocks,
which can help fix more failed traffic. In addition, we can
also see that the recovery ratios do not monotonically increase
with the network size either. On one hand, increasing the
networks size will introduce more failed flows as well as
stronger interference, which are not favorable for recovery.
On the other hand, more mesh nodes will bring more available
resources and more options for traffic re-routing, which can
help improve the recovery efficiency ratios.

3) As expected, the two-hop scheme outperforms the single-
hop scheme by 6.0% in terms of recovery efficiency ratio-
number and by 7.6% in terms of recovery efficiency ratio-
throughput on average. This is easy to understand since the
two-hop scheme allows traffic re-routing.

VI. CONCLUSIONS

In this paper, we studied recovery from failures caused by
channel availability changes in WMNs with cognitive radios.
We formulated the corresponding problems as ILP problems
and solved them to obtain optimal solutions. Moreover, we
proposed an efficient distributed algorithm for fast recovery.
Simulation results showed that the performance given by our
distributed algorithm is very close to that of the optimal
solutions.
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